Somesh Sanjay Rasal

Email: someshrasal@outlook.com LinkedIn: https://www.linkedin.com/in/somesh-rasal/
Cell: +91 9326995945/+91 9028292635

WORK EXPERIENCE

RedHunt Labs, India

Senior Security Consultant (Aug 21 - Present)
Leading Team of 4 individuals
Perform Web Application Testing
Perform Thick Client Assessment
Perform Mobile Application Testing
Perform Network Penetration Testing
Perform Vulnerability assessments
Develop and enhance the process and policies for security testing and development

Amdocs, Pune, India

Information Security Analyst (June 19 — Aug 21)
Leading Team of 8 individuals
Perform Web Application Testing
Perform Thick client Assessment
Perform Mobile Application Testing
Perform Static Source Code Analysis
Perform Network Penetration Testing
Perform Vulnerability assessments
Develop and enhance the process and policies for security testing and development

Paladion Networks, Mumbai, India
Security Analyst (May 18 — May 19)

Perform Web Application Testing

Perform Mobile Application Testing

Perform Static Source Code Analysis

Perform Network Penetration Testing

Execute Phishing and vishing assessment

Participate in Red Team assignment

Perform Vulnerability assessments and Configuration audits

Quick heal, Pune, India
Information Security Analyst (Aug 17 — May 18)
Web application penetration testing: Tested Multiple applications built on various web technologies.
Mobile application penetration testing: Tested Various Android version-based applications.
Network penetration testing: Done various network penetration tests and gap analysis
System Audit: Tested multiple systems for assurance of system Integrity and security.
Social Engineering: Setup and successfully executes various Phishing project forclients.

SKILLS

e Penetration Testing: Web application testing, Mobile application testing, Network penetration Testing, Static
source code review with Checkmarx/Fortify, OSINT, Thick client assessment, Basics of Active Directory, Basics
of Azure
Security Tools: Burp suite, Nmap, Metasploit, Nessus, Acunetix, Wireshark, Hydra, HP Fortify, HP-

Websinpect, Checkmarx
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CERTIFICATIONS
Offensive Security Certified Professional,2020 (Pursuing)
Ec-Council Certified Threat Intelligence Analyst,2020 (License ECC0348615297)
Ec-Council Security Analyst,2019 (License ECC4692830571)
Ec-Council Cyber Forensics Investigator,2016 (License ECC84593034988)
Ec-Council Certified Ethical Hacker,2014 (License ECC40362608939)

Talks and Presentations
e Presented OSINT — The art of information gathering in Amdocs Virtual event
Conducted 1-day hands on workshop for computer science students on Introduction to Cyber Security
Presented my research about OSINT in Null community local chapter
Presented my work on Metasploit in Quick heal event
Conducted 5 days hands on workshop on Ethical Hacking in Quick Heal training academy

EDUCATION
Bachelor of Engineering in Computer Engineering (Graduated June 2017)
Savitribai Phule Pune University, Pune, India
e Percentage: 66% (First class with Distinction)




